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Abstract: Mobile Ad hoc Networks (MANETS) are in dynamic iatare and have a wireless radio medium with
limited resources and lack of centralized admiatgin. So, Anonymous communication is the big @k in
MANETS. It is very hard to observe the source naldstination node, and their relations between timeamy given
network. Many techniques are proposed to enhaneeatftonymous communication. However, MANETs are
vulnerable under traffic analysis. This paper déssrthe traffic analysis, explain some of thecksaunder traffic
analysis, how they could infer on wired networks &ANETS.

Keywords: Mobile Ad hoc Networks, Anonymous communicationaffic Analysis.

1. INTRODUCTION

MANETs are an infrastructure free, wireless and seThrough these methods, anonymous MANET
configurable network for mobile devices. They asedi communication can provide: (i) Anonymity of
in military missions. If nodes are present withiteit sender/receiver — that is critical to detect thedse and
transmission range they will use point-to-pointreceiver node of captured packets. (i) Anonymify o
communication which means two or more mobile nodesommunication relating — That is critical to idéptihe
can communicate each other directly in MANETsend-to-end communication relations between mobile
Otherwise they will use intermediate nodes betwiben nodes.

source and destination to deliver the packets {erahd

communications).  Here there is no centralized However, we can still track the routing
administrator among the nodes. Hence, differentesodinformation via the traffic analysis. In this papeur
maintain the routing and the resource management jime focus will be on some of the traffic analydisis
distributed manner. So MANETS is vulnerable unde{)aper is organized as follows: section2 descrithes t

traffic analysis. It is difficult to track the désation of

the source node in the communication link and othgreneral traffic analysis and how they used in earli
intermediate nodes involved in it. And also findithg approaches. Section3 presents the statisticalictraff

valuable information (Start time, end time, ratie, is analysis. Section4 describes types of passive kattac
difficult. Anonymous routing protocol (ANODR, used in MANETSs. Section5 presents conclusion of thi
MASK, OLAR) aims to prevent inferring the traffic paper.

pattern by hiding the real sources, destination thed

relationships of the overall packets which encoesag?2 TRAFFIC ANALYSIS

anonymous MANET communication. The following

methods are wused for anonymous MANETTraffic analysis is the process of intercepting and
communication. 1) Route discovery: proactive orollecting messages on the way to track important
reactive (on demand or table driven routing). 2YaDainformation from patterns in communication. That
delivery: source routing by multilayer encryptions information is not leaking or not modified just do
end-to-end re-encryptions by a virtual circuit. Bust monitoring and analysis activities. It can get mfation
management: including both key management arftbom the monitor frequency and timing packets. This
identify/pseudonym management. 4) Modifying controfnalysis is not only used for collecting informatiand
functions:  masking MAC/IP addresses, disablinglso used to bypass security mechanisms in placanl
virtual carrier sensing, and discarding ACK packets
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perform encryption only not decryption. Traffic &®s In specific instances dummy traffic can't be used.
can be applied in military and counter applications  Authenticating each message and detecting flushing
. . . attempts which could be computationally infeasible.
In the earlier approaches, traffic analysis modelse P . P y

. . . The adversaries can take these advantages. Bug thes
been widely used for static wired networks. For . .

. . attacks only suitable for wired networks.

example, the simplest approach to observe a message
to capture them one by one all possible path a agess
could traverse, namely the brute force methodNiblde
flush attack, Timing attack [1] also an earlierThe system could be vulnerable to timing attacks
approaches for traffic analysis. because different routes can be taken differentuamso
of time [1]. When the network uses mix nodes thackt
is very effective. Mix nodes with a variable amowfit

. . . . time before flushing messages. This attack can be
Brute force attack [1] is very instructive due tdelps I . ushi g g ! .
carried out by passive observer and only suitabte f

in determining how much, when and where to use,
, wired networks.
dummy traffic. These dummy messages are messages

that are sent through the network that complicht t3  STATISTICAL TRAFFIC ANALYSIS

adversary’s process. We present these adversasy in

setting in which each mix node waits until it rees t The statistical traffic analysis attack defines mie¢éwork

messages before flushing them. In addition, werassu information from its statistical characteristicsighare

each message goes through exactly do mix nodes.  different from above mentioned passive attackshése

attacks the adversary does not modify the traffic
(1) The adversaries first follow a message from gepayior either by modifying or deleting the data
source to a first mix node. packets. They just gather the packets, then do the

(2) Then the adversaries follow every message thgtatistical analysis. Predecessor attack, disotoattack

the first node releases. The adversary onlyre some of the examples of statistical traffidysis.
needs to monitor one node, if all the messages

send to either the same mix node or receivers,1 Predecessor attacks

If all t messages sent to different nodes, the .
adversaries required to analyze t different mikn Predecessor attack [2], the adversaries detect a

nodes. identifiable stream of communications over a nunifer

(3) That process continues in this manner untfiounds. The adversaries simply log any node thadse
messages reach the death level nodes. TH message in each round. The attack must retpire

timing analysis and packet size. The Predecestarkat

The brute force attack can be carried out by passiwvorks in the following manner.
static, external attackers and can be applied ily on

2.3 Timing attacks

2.1 Brute force attack

wired networks. * The subset of nodes that forward a source
messages is selected uniformly at random.
2.2 Node flushing attacks + The source makes repeated connections to

specific destinations, which are made outside

The flush attack [1] is very effective and mounbgdan the group performing the protocol.

active external attacker. If the nodes wait uhidyt have

t messages before “flushing”, an adversary can #ehd |n order to find time analysis required for theaak and
messages and easily associate messages leaving tH¥® source do not leave from the group until the
node with those having entered. That can be viewed adversaries are successful. These are needed dor th
noting that the observer will be able to matchihputs  attack work in all cases, and they are also ctit@ahe
with the messages leaving the node. The observer caprocess of anonymous routing protocol. Crowds, ®nio
distinguish the dummy traffic from legitimate megsa. routing, Mix net, DC-net, etc., are some of the
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anonymous routing protocols they are used to detett be able to operate nodes. The adversaries in timahic
destroy the predecessor attacks. could make it more likely to appear on a sourcéh pat

despite only operating a limited corrupt nodes.
Crowds: It uses a collection of nodes that act as proxies

for a given initiation from the group. An initiatio Morph-Mix: Morph Mix is also a peer-to-peer paths
message is forwarded from the source to a series lzdised protocol. It allows honest participants ttecte
proxy, forming a path for all future informatiorofn the adversaries in the system over time. Here the paers
source. Based on this receiving message, each praxyt need to know all other peers in the network to
decides, based on a probability of forwarding weetb  operate correctly.

extend the path through another proxy chose atorand o
with uniform probability or to become the last nonte High latency communication systems need messages to

the path and directly communicate with the destmat P€ anonymized should be forwarded through a seguenc

That path is managed for a limited period, afteicivh of intermediary nodes which nodes called mixes.ddix

all the path must be reformed. The time limit akow hide the correspondence between input and output
nodes that merge the protocol to add path at theesamessages. That deployed system makes use of pool

time as all other nodes else new paths may beyeas*i'ﬂixes- These mixes collects a number of messages in
assigned to recently merged nodes. each round change their appearance and locatedhem

a pool from that they are probabilistically chosen
Onion Routing: Onion routing is similar to crowds in leave the mix. Otherwise, messages stay in the, peol
which an initial message forms a path of proxiemixed messages enter in subsequent rounds. The
through which the source sends its future messddges. following attacks can act against mix systems.
protocol gets name from that method of encryptimg t
initial packet and address of the proxies at eaghih 3.2 Traffic Confirmation Attacks

th th with th blic k f th i t€hi i ' .
© path wi .e PUBLIC key O .e previous Stepis In Traffic Confirmation attacks [4] all the noddsosild
method results in layers of encryption that ardqueeff ) .
act as mixes, subsequent systems built and deployed

at each step. In this order we have to find thet nex

make a distinction between clients and mix nodemfr
address to send to on the path. That needs theestaur . L .
. . its core. That distinction is understandable by an
predetermine the entire path.

attacker that sets as his goal to detect the s$pecif
Mix-net: Some of the protocols for anonymity Feécipient of messages injected into the networéteect
communications are web mixes, stop and go mixe82ck the originators of messages coming out of the
onion routing, etc., Mix-net protocol that usescmi Network. The attackers try to relate the source and
routing's layered encryption and also supports mgixi destinations  using informatior_l .present at_ the_ mix
techniques for timing analysis. These techniquelite  N€twork where messages are injected or rejected. Th
sending information in reordered batches, sendirfftack does not rely on track messages through the
dummy information and introducing random delaysnetwork.

Mix-net protocol stops timing analysis effectively.
P P 9 y y 3.3 Intersection Attacks

P5: P5 is designed for anonymity between peers t/g

connect each other. It uses tree-based broadaaetpt

: o . 'hntersection attack. In intersection attack [4] ivas
where a users anonymity is based on the size @f t essages utilize the same route through the netteork
different broadcast groups. When the number o 9 9

. . ﬁ)erform traffic analysis. It is applied to an eatir
attackers greater than the size of user's anonym )[/1 . .
group anonymity system. It does not rely upon any palgicu

properties of mixing other than the unlinkablity it

nother family of attacks against mix systems is

Tarzar: Tarzar is a peer to peer system at the netwoRovides.
layer. When the number of honest domains repredente

in the TARZAR group is small, the adversaries camg

an advantage. With no participants the adversaniag
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3.4 Hitting Set Attack its messages for each round of the abstract mixXirigs

o o . attack is computationally cheap and scales veryl wel
Hitting set attack [5] needs minimum observationys bhecause it only relies on collecting observations a

looking for unique minimal hitting sets. This attais performs trivial operations on vectors. In statiati
enhanced by the use of frequency analysis that igsclosure attack Computational improvement is §fmp
possible to use highly efficient backtracking slarcpqi comparable to disclosure attacks, but alsoeptes
algorithm. new features. The signal detection problem is to
differentiate the signal source from the noiseodtrced

y other senders. The statistical disclosure atteak
conditions which can be expressed in the closed
algebraic method. Without simulation, we have to

Statistical minimal hitting set attack needs les
observation than any other attacks, however, itireg
the solution of NP-hard problem. It can be applied

any S|tuat|o_n§ that were far beyond fea}S|b|_I|t)_/tbé decide when it is applicable and effective. Thepieat
attack and it is easy to scalable. Statisticalimtjttset

) . . . anonymity set of a message is detected with redpect
attacks find approximate solutions which lead t ymity g D

ossible errors. The error can be reduced b N he result of that assignment instead of assigning
P ' y apply uniform probabilities among all recipients as SDdes.

some error probability, statistics and strategi€bis

attack, identifies the recipient set unambiguously. 3.7 Perfect matching disclosure attacks (PMDA)

3.5 Disclosure attack In previous approaches on disclosure attack [6kemi
provides anonymity communication is broken by
glﬁ)ecific user behavior. Previous work is considesed
very simple model, where users and messages ke fi
set of contacts through a threshold mix. Here ugees
the uniform probability to choose their communioati
partners.

Disclosure attack [3] observes a mix based systarg |
time enough can uncover a persistent communicati
pattern. This attack relies on graph theory to wecthe
recipient set of a target user. Disclosure attackimnple
model where single mix is used by b participantshea
round, one of them always being an end user, when t

other chosen randomly out of a total number of N-¥he perfect matching disclosure attack [6] is ditieft
possible ones. They try to identify mutually disjosets attack based on graph theory and requires withoyt a
of recipients from the sequence of recipient anatym assumption on the user behavior in order to idgntif
sets corresponding to end users’ messages. SinCeynpir relationships. In previous disclosure attaekder
takes time exponential in the number of messagé® to gands exactly one message per round. It is more
analyzed that operation is the bottleneck for thgffective when de-anonymizing mixing rounds due to
adversaries. The main drawback is its reliance Qfynsider all nodes at once in a round rather tivegles
solving a constraint satisfaction problem whiclcafled 5qes iteratively. Here chose a simple threshuold,as
NP-complete. This is applied in wired networks dae 5 communication channel for both Perfect Matching
discovering the sender is critical in case of MANET  pjsclosure attack and Statistical Disclosure att@kh
perform very similar action with respect to the gien
user behavior model. The accuracy is good in PMDA
Statistical Disclosure attack [4] can try teeccome compared to statistical disclosure attack. Thiscitt
the problem in Disclosure attack. This attack isgiiole detects the relationship between sending and regeiv
that yields the set of potential recipients of tuarce. Messages in a round that is one-to-one to improge t
That set can be used to detect the recipients of 2§curacy of the evaluated profiles. PMDA notes this
particular message sent out by the end user. Itbean interdependency by detecting for perfect matchimg i
applied when the probability distribution describeg the bipartite graph representing mix round, wheKS
vectors are not uniform but are skewed. This attadkormalizes the adjacency matrix representing that
defines vector with N elements to each potentidlf@Ph-
recipient of a message in the system. The prolbabili
distribution is used by source to choose the renipof

3.6 Statistical disclosure attacks
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4, STATISTICAL TRAFFIC ANALYSISIN MAC frames without prior knowledge of the inter
MANETS arrival time distribution of any flow. It works olow
latency mix networks. The passive observer divides
The Predecessor attack and Disclosure attack are Rgye into periods and uses TIA to trace the traffic
suitable for MANETS to effectively analyze the fraf pattern in each period. The consecutive periodicraf
because of the following nature of MANETS. They:arepattern aggregated to obtain the long term pateemn
i) the broadcast nature — It is critical to detéloe analysis to observe the pattern changes. TIA canefs
destination exactly because where the packetsaseht ihree key components:
received by many nodes. ii) The ad hoc nature-the a ,  gyidence generation: The attacker partitions all

hoc networks are infrastructure free so that evenye the MAC frames overheard at the end time into
act as both ender and receivers. Hence it is afitic data frames, MAC control frames and routing

detect the nature of the node. iii) The mobile retu
here the communication between nodes are very
difficult to analyze because nodes change theation.

frames.

»  Flowrecognition: The attacker recognizes each
flow except its traffic volume and target period
by analyzing routing frames.

4.1 Evidence based statistical traffic analysis ) )
 Traffic Inferencei The attacker decides the

In evidence based statistical traffic analysis [#@kh traffic volume and end time of each flow by
data packets are captured which are considered as analyzing data frames and thus detects the
evidence that support a point to point transmission traffic pattern.

between sender and receiver. In this analysisdiesate In inter arrival-based algorithm a passive global
a sequence of point-to-point matrices, and thengusi adversary can detect the traffic pattern accurately
that matrices derive end-to-end relations betwdwn tthrough the use of anonymous on-demand MANET
communication paths. This method fails when degvinrouting protocols. The simulation result shows Tdan

the multi-hop traffic from the one hop evidencekisT infer the traffic pattern with an accuracy as hagh95%.
approach does not provide any method to detect the

actual source and destination. It utilizes a naivé.3 Statistial traffic pattern discovery system (STARS)

accumulative traffic ratio to detect the multi hop o ) ] )
communication which leads a lot of inaccuracieshie The Statistical Disclosure Traffic Pattern Discover

derived probability distributions. System [11] uses the concept of heuristic apprasch
used to find the hidden traffic pattern in MANETS.
4.2 Traffic inferencein anonymous MANETS (TIA) performs the traffic analysis based on statistiGtlire
of captured raw traffic. Using this method the pass
Anonymous routing protocol aims to prevent obsegvinobserver observes the actual source and destination
the traffic pattern by hiding the real sendersgie®rs nodes, and then correlates the source to their
and their relationships of the overheard packetst Bcorresponding destination. It reused the eviddra=ed
using Traffic Inference algorithm [12], a globalmodel and then derived the source/destination
adversary can observe the MANET traffic patterprobability distribution and multi-hop probability
accurately. The algorithm assumed the relation @etw distribution used to detect the traffic pattern.l Al
data frames, routing frames, and MAC frames enble previous methods are used for partial attack, treyt
the passive observer, which permits the obsen@rs detect both the source and destination at the sianee
detect the single-hop traffic using MAC framesréiy  for any given network. This attacking system detexdt
allows to find the multi-hop traffic using routifitemes  source and destinations and also traces theiioesitip
and finally traces the traffic pattern using datanfe. petween them.
This algorithm exploits the overheard routing franher
flow recognition and then detect each informatitmwf 4.4 Least square disclosure attack (LSDA)
in rounds depends upon the data frame inter arrival
times. It derives the hidden flows by visible the-SPA [7]. [8] ensures the error between the actual

adversary and thus the traffic pattern from ovemlileanumber of messages each user gets from the mix and
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prediction messages sent to the mix is minimizeéd. individually selected, to stay in the mix or to $ent to
takes the advantage of the deterministic routingeceiver according to a binomial distribution in
behavior of the position based routing. The traffi¢hreshold binomial pool mixes. The paper takest&j
disclosure problem modeled as an efficiently sdiwabvariants of LSDA: A very effective unconstrained
and linearly constrained least square problem. profile estimator which output user profiles contai
probability that may be negative. Slower constrdine
A mobile ad hoc network protected by anonymityysfile that minimizes the error through ensurirg t
enhancing techniques such that all information §@ne output profiles are well defined. The feature ofsth
encrypted. The traffic analyzer cannot decrypt thgpproach is that it permits for the derivation of
information flows, and neither can they revealtti-  5naiytical expressions that describe the estimatidhe
hop communication relations from the routing lagad ooy profiling with the system parameters. It a#o
above. However, the adversaries capture every pac'f;ﬁesigners to select system parameters that pravide
transmitted in the network. Using location trackingertain level of protection no need to run simolagi. In

systems, adversaries are aware of the locatiortseof hjs system model we consider two types of mixes:
mobile nodes at any given time. The MANET uses a

position based routing strategy whose routing (1) Threshold Mix: This mix collects threshold

assumptions are reproducible given the nodes’ messages per round, transforms
positions. In addition, the traffic distribution géven by cryptographically and outputs them in a
STARS or similar traffic profiing schemes in the random order, then, hiding the correspondence
network, what is called the profiled traffic distuition. between incoming and outgoing messages
The main aim is to deanonymize the network (2) Binomial Threshold Pool Mix: This mix
communications on a per-flow basis. The previous gathers threshold messages each round and
works estimated the attacks either from mostly de- change their appearance to ignore bitwise
anonymization of individual messages or from thaipo linkability. However messages are placed in a
of view number of rounds needs to find a percentdge pool and only leave the mix with the firing
end users. probability of the binomial pool mix. Else, they
stay and receives mixed with messages arriving
The Least Square Disclosure attack [14] is an gffec in subsequent rounds.

estimator when user’s behavior is static that &ttac
suitable against anonymous communication through
both threshold and pool mixes. Here messages are

Table 1: Summary of types of statistical traffic analysis

Types of Workson Procedure Advantages Disadvantages
Attack
Predecessor Wired It maintains the counter to interact witHt  just  collects| Many routing
Attack networks | other nodes in the communicatiprpackets without protocols used
network, which is used to obseryehanging the against this attack.
traffic information. network behavior.

It's not suitable for
MANET because of
that nature.

Disclosure Wired It observes a mix based systemgusilt identifies the set Solving NR-
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o

f

attack networks | graph theory. It traces mutualgjaint | of end user contacty complete problem
set of receivers among the recipient
anonymity sets of messages sent by|the
end user.
Statistical Wired It can isolate end user behavior pyt is a more generdl High computational
Disclosure networks | evaluating the behavior of other userscenario used for complexity.
Attack managing those observations Whenmore complex|
end user not participated. mixing algorithms.
Perfect Wired It can be applied in simple threshgldNo need of| More expensive in
Matching networks | mix. It considers all nodes at once in assumption  about computational
Disclosure round rather than single nodeshe user behavior | complexity.
Attack iteratively in order to identify theif
relationships using graph theory.
Hitting set| Wired This attack is done by frequenc¢yt speeds up thelt provides
Attack networks | analysis. It requires less observatiosearch for end usersapproximate
rather than any other attacks. recipients by| solutions which lead
denying the searchrisk of errors.
to unique minimal
hitting set.
Evidence based MANET Here first create a sequence of point{tdt is a good practice i) Not suitable for
statistical traffic point matrices, and then using thaattacking system multi-hop traffic.
Analysis matrices derive end-to-end relationagainst MANET
between the communication paths. ii) '-O_t of
inaccuracies
Statistical MANET Using this method the passive obserydr determines the i) It can't
Traffic Pattern observes the actual source dnsburce, destinationdeanonymize
Discovery destination nodes, and then correlatesxd their relations communication on &
System the source to their correspondingffectively. flow basis.
destination using heuristic approach.
ii) It can't take the
special features o
particular traffic.
Least Square MANET It is an effective estimator when user’st can be| It performs partial
Disclosure behavior is static that attack is suitabldeanonymize attacks.
Attack against anonymous communicatipeommunication on a

through both threshold and pool mixe

sflow basis.

It detects the error between the act
number of messages each user

from the mix and prediction messaieanonymous

uitl can be applied in
digh latency
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sent to the mix is minimized.

communication

system such that

both threshold and

pool mixes.
Traffic MANET This algorithm assumed the relatipnt infers the traffic| It works on low
Inference between data frames, routing framegattern with  an| latency mix
Algorithm and MAC frames enable to the passjvaccuracy as high asnetworks such that

using data frame.

observer, which permits the observerds%.
to detect the single-hop traffic using
MAC frames, thereby allows to find the
multi-hop traffic using routing frames
and finally traces the traffic pattefn

on demand routing
protocols.

5. CONCLUSION

In this paper, we present an overview of Traffic
analysis and some of the previous approaches nsed i
traffic analysis how they are working in the system
We investigated types of statistical traffic analys
used in both wired networks and MANETSs and their
advantages and disadvantages are
Compared to Statistical Traffic Pattern Discovery
System other attacking system can perform partial
attacks only that they either only try to detect th
source or to determine the corresponding destimatio
STARS first detects all source and destination and
then find out their communication relationship. But
STARS can be applied to limited nodes.
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